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Abstract— With the rapid growth of digital payments and online banking, detecting fraudulent transactions
has become an important concern for financial organizations. Traditional detection methods often fail to
identify fraud accurately due to the complex and evolving nature of fraudulent activities. This project
presents an improved fraud detection system using the XGBoost machine learning algorithm, combined
with Principal Component Analysis (PCA) to enhance feature selection and reduce data complexity. The
model is developed and tested using a publicly available fraud transaction dataset from Kaggle. During
implementation, various stages such as data preprocessing, feature extraction, model training, and
evaluation are carried out systematically. The performance of the proposed model is assessed using key
evaluation metrics including accuracy, precision, recall, and F1-score. To validate its effectiveness, the
results are compared with the Naive Bayes algorithm. The comparison shows that the XGBoost model
performs significantly better in identifying fraudulent transactions, achieving accuracy above 99% along
with improved precision and recall values. Additionally, the system is capable of predicting fraudulent
activities in real-time using unseen test data. Overall, the results demonstrate that the proposed approach
is efficient and reliable for detecting online transaction fraud, making it suitable for real-world financial
applications.
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financial institutions and organizations worldwide.

L. INTRODUCTION

In recent years, the rapid growth of digital payment
systems and online banking has significantly
changed the way financial transactions are carried
out. While these advancements offer convenience
and speed, they have also increased the risk of
fraudulent activities. Detecting fraud in online
transactions has therefore become a critical issue for

Fraudsters continuously develop new techniques,
making it difficult for traditional systems to detect
suspicious activities accurately and in a timely
manner [7].

Earlier fraud detection systems mainly relied on
rule-based approaches and basic machine learning
algorithms such as Naive Bayes, Decision Trees,
and Logistic Regression. These methods depend
heavily on predefined rules and simple patterns,
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which limits their ability to adapt to complex and
evolving fraud behaviours [1]. Additionally, most
datasets used in fraud detection are highly
imbalanced, where the number of fraudulent
transactions is very small compared to genuine ones.
This imbalance often leads to biased models that fail
to detect fraud effectively, resulting in lower
accuracy and higher false positive rates [3].

To overcome these limitations, advanced machine
learning techniques have been introduced. Ensemble
learning models, particularly XGBoost, have gained
attention due to their ability to handle large datasets
and capture complex relationships between features
[8]. XGBoost improves prediction performance by
combining multiple weak learners into a strong
model, making it highly suitable for fraud detection
tasks. However, the effectiveness of such models
also depends on proper feature selection and data
preprocessing techniques [4].

Feature selection plays an important role in
improving model efficiency and accuracy. Principal
Component Analysis is widely used to reduce the
dimensionality of large datasets by transforming
original features into a smaller set of significant
components [9]. This helps in removing noise,
reducing computational complexity, and enhancing
the overall performance of the model. Proper data
preprocessing techniques, such as normalization and
handling missing values, further contribute to better
fraud detection outcomes [6].

In this project, an efficient fraud detection system is
proposed using XGBoost along with PCA for
feature selection. The model is trained and evaluated
on a real-world dataset obtained from Kaggle, which
is commonly used for credit card fraud detection
research [10]. The system is designed to identify
fraudulent transactions with high accuracy while
minimizing false alarms. Furthermore, to enhance
detection capability, a deep learning-based
extension using a one-dimensional Convolutional
Neural Network (CNNI1D) is incorporated. This
approach enables the system to learn complex
transaction patterns and sequential relationships,
which are often difficult to capture using traditional
machine learning models [5].

II. RELATED WORK

Credit Card Fraud Detection using Machine
Learning Algorithms This paper focuses on the
application of machine learning techniques for
detecting credit card fraud. The authors analyse
different classification algorithms such as Naive
Bayes, Decision Trees, and Support Vector
Machines to identify fraudulent transactions. The

study highlights the challenges of handling highly
imbalanced datasets, where fraudulent cases are
significantly fewer than legitimate ones. Various
preprocessing steps, including normalization and
feature scaling, are applied to improve model
performance. The results show that machine
learning models can effectively detect fraud when
trained on well-prepared data. However, the paper
also points out limitations such as overfitting and
reduced accuracy in real-time scenarios. The study
emphasizes the importance of selecting appropriate
algorithms and evaluation metrics like precision,
recall, and Fl-score. Overall, it provides a strong
foundation for understanding how basic machine
learning methods can be applied to fraud detection
problems.[1]

An Efficient Fraud Detection System for Online
Transactions using XGBoost. This research presents
an efficient fraud detection system using the
XGBoost algorithm, which is known for its high
performance and scalability. The authors explain
how XGBoost, as an ensemble learning method,
combines multiple decision trees to improve
prediction accuracy. The system is trained on
transactional data and evaluated using performance
metrics such as accuracy, precision, recall, and F1-
score. The study demonstrates that XGBoost
outperforms traditional machine learning algorithms
due to its ability to handle complex data patterns and
reduce overfitting. Feature engineering and data
preprocessing techniques are also discussed as key
factors in improving results. The model is capable of
identifying fraudulent transactions with high
accuracy and low false positives. This paper
highlights the practical usefulness of XGBoost in
real-world financial systems and supports its
adoption for fraud detection applications.[2]

Feature Selection Techniques for Fraud Detection
Systems This paper discusses the importance of
feature selection in improving fraud detection
systems. The authors explore various techniques
used to identify the most relevant features from large
datasets. By removing unnecessary or redundant
data, feature selection helps reduce model
complexity and improves computational efficiency.
The study compares different methods such as filter-
based, wrapper-based, and embedded approaches. It
highlights how proper feature selection can

significantly enhance the performance of machine
learning models by improving accuracy and
reducing overfitting. The paper also explains that
selecting meaningful features allows models to
better understand patterns associated with fraudulent
activities. In addition, it reduces training time and
improves scalability for large datasets. Overall, the
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study emphasizes that feature selection is a crucial
step in building effective and efficient fraud
detection systems.[3]

XGBoost: A Scalable Tree Boosting System. This
paper introduces XGBoost, a powerful and scalable
machine learning algorithm based on gradient
boosting. The authors explain how XGBoost
improves performance by using advanced
optimization techniques, parallel processing, and
regularization methods. It is designed to handle
large-scale datasets efficiently while maintaining
high accuracy. The algorithm builds multiple
decision trees sequentially, where each new tree
corrects the errors of the previous ones. This results
in a strong predictive model capable of capturing
complex patterns in data. The paper also highlights
features such as handling missing values and
preventing overfitting. Due to its speed and
accuracy, XGBoost has been widely used in various
applications, including fraud detection. The study
demonstrates that XGBoost consistently
outperforms many traditional machine learning
algorithms, making it a preferred choice for real-
world data analysis tasks.[8]

Credit Card Fraud Detection Dataset The Kaggle
credit card fraud detection dataset is widely used for
research and experimentation in fraud detection
systems. It contains real-world transaction data,
including both legitimate and fraudulent activities.
One of the key characteristics of this dataset is its
highly imbalanced nature, where fraudulent
transactions represent only a small fraction of the
total data. The dataset includes anonymized features
obtained through techniques like Principal
Component Analysis (PCA), ensuring data privacy
while preserving important patterns. Researchers
use this dataset to test and compare different
machine learning models and evaluate their
performance using metrics such as accuracy,
precision, recall, and F1-score. The availability of
this dataset has helped in advancing research in
fraud detection by providing a standard benchmark.
It plays a crucial role in developing and validating
efficient fraud detection algorithms.[10]

ITII. DATASET DETAILS

The dataset used in this project is a Credit Card
Fraud Detection dataset obtained from Kaggle,
which is widely used for research in financial fraud
analysis. It contains real-world transaction records
made by credit card holders, providing a reliable
basis for building and evaluating machine learning
models. The dataset consists of a large number of
transactions, among which only a small fraction

represents fraudulent activities. This makes it a
highly imbalanced dataset, where genuine
transactions dominate over fraudulent ones.

The dataset includes several features that describe
each transaction. Most of these features are
transformed using Principal Component Analysis to
protect sensitive user information while retaining the
important patterns in the data. These anonymized
features are labelled as V1, V2, V3, and so on. In
addition to these, the dataset also includes features
such as Time, which represents the time elapsed
between transactions, and Amount, which indicates
the transaction value. The target variable is labelled
as Class, where 0 represents a legitimate transaction
and 1 represents a fraudulent transaction.

Due to the imbalance in the dataset, special attention
is required during preprocessing and model training.
Techniques such as normalization and feature
selection are applied to improve model performance.
The dataset is divided into training and testing sets
to evaluate the effectiveness of the algorithms.
Overall, this dataset provides a realistic environment
for developing fraud detection systems and helps in
testing the accuracy and robustness of different
machine learning models.

IV. PROPOSED METHODOLOGY

The proposed system aims to develop an efficient
and accurate fraud detection model using advanced
machine learning and deep learning techniques. The
main objective is to identify fraudulent transactions
in online financial systems while reducing false
alarms and improving prediction reliability. To
achieve this, the system integrates XGBoost, a
powerful ensemble learning algorithm, with
Principal Component Analysis for feature selection,
along with an extension using a 1D Convolutional
Neural Network . The process begins with data
collection, where a real-world fraud transaction
dataset is used. Since raw data may contain noise,
missing values, or irrelevant information, the next
step involves data preprocessing. In this phase, the
dataset is cleaned and normalized to ensure that all
features are on a similar scale. This step is essential
because it improves the performance of machine
learning models and helps in faster convergence
during training.

After preprocessing, feature selection is carried out
using PCA. The original dataset may contain many
features, some of which may not significantly
contribute to fraud detection. PCA reduces the
dimensionality of the dataset by transforming the
original features into a smaller set of meaningful
components. This not only removes redundancy but
also enhances computational efficiency and model
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accuracy. Once the relevant features are selected, the
dataset is split into training and testing sets. The
training data is used to build the model, while the
testing data is used to evaluate its performance. The
primary model used in this system is XGBoost,
which is known for its high accuracy and ability to
handle complex data patterns.

In addition to XGBoost, a comparison is made with
the Naive Bayes algorithm, which serves as a
baseline model. While Naive Bayes is simple and
fast, it often fails to capture complex relationships
between features. The results show that XGBoost
performs better in terms of accuracy, precision,
recall, and F1-score. To further enhance the system,
a deep learning approach using CNNID is
introduced. This model is capable of capturing local
patterns and sequential relationships within
transaction data. By applying convolutional and
pooling layers, the CNN1D model learns deeper
insights into transaction behaviour, allowing it to
detect complex fraud patterns more effectively.
Finally, the system includes a prediction module,
where new transaction data can be input to classify
it as fraudulent or non-fraudulent.
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Figure [1] : System Architecture

Figure[1] illustrates The flowchart outlines a fraud
detection methodology comparing two machine
learning models. After uploading and pre-processing
the dataset, relevant features are selected. The data
is split to benchmark the existing Naive Bayes
approach against a proposed XGBoost model.
Performance is evaluated via a comparison graph
before final fraud prediction.

V. RESULT AND DISCUSSION

The results of the proposed fraud detection system
demonstrate its effectiveness in accurately
identifying fraudulent transactions. Initially, the
Naive Bayes algorithm was applied as a baseline
model, achieving an accuracy of around 97%. While
it provided reasonable results, it showed limitations
in handling complex patterns and imbalanced data,
which affected its overall performance in terms of
precision and recall.

The XGBoost model was then implemented, which
improved the accuracy to approximately 98%. It also
showed better performance across key evaluation
metrics such as precision, recall, and F1-score. The
confusion matrix analysis indicated a reduction in
false positives and false negatives compared to the
existing method, making it more reliable for fraud
detection.

Furthermore, the extension using the CNN1D model
produced the best results among all approaches. It
achieved slightly higher accuracy and significantly
improved precision and recall values, indicating its
ability to detect even complex fraud patterns.

The comparison graph clearly shows that CNN1D
outperforms both Naive Bayes and XGBoost in all
evaluation metrics. Overall, the experimental results
confirm that the proposed system is efficient,
accurate, and suitable for real-time fraud detection
applications.
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Figure[4] : DenseNet121 Performance
Evaluation

The Figure[4] screen existing Naive Bayes
algorithm got 97% accuracy and can see other
metrics like precision, recall and FSCORE. In
confusion matrix graph x-axis represents ‘Predicted
Labels’ and y-axis represents True Labels and then
yellow and green boxes contains correct prediction
count and all blue boxes contains incorrect
prediction count which are very few.
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Figure [5] System Output Display Interface

Figure[5] The image shows system output screen
displaying processed results, indicating prediction
flow and visualization of model outputs during
execution phase.
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Figure [6]: Performance Comparison of Deep
Learning Models

The Figure[6] Bar chart compares DenseNetl21
and Xception , NAS Net models across accuracy,
F1-score, precision, and recall, highlighting superior
overall classification performance.
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Figure [7]: Visual Explanation of Face
Classification Using Grad-CAM and LIME

The Figure [7] Input face image analysed using
Grad-CAM and LIME techniques to highlight
important regions influencing model prediction and
classification decisions clearly.
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Figure [8]: Visual Explanation of Face
Classification Using Grad-CAM and LIME

The Figure [8] screen in square bracket can see test
data values and then after symbol can see predicted
values as ‘Non-Fraud or Fraud’ transaction.

DISCUSSION

The experimental results indicate that advanced
machine learning and deep learning techniques can
significantly improve the detection of fraudulent
transactions. The baseline Naive Bayes algorithm
performed adequately, achieving 97% accuracy, but
it struggled with imbalanced data and complex
transaction patterns. XGBoost, an ensemble learning
method, improved overall performance by capturing
nonlinear relationships in the dataset and reducing
false positives. The model achieved 98% accuracy,
showing that feature selection with PCA and robust
tree-based algorithms enhance detection
capabilities. The CNNID extension further
improved performance by learning hierarchical
patterns from sequential transaction data. Unlike
traditional models, CNN1D can extract local and
temporal patterns, which are crucial in identifying
sophisticated  fraud strategies. The model
demonstrated high accuracy, precision, recall, and
Fl-score, indicating its ability to minimize
misclassifications. The comparison between all
models highlights the importance of combining
preprocessing, feature selection, and advanced
learning architectures for effective fraud detection.
These findings emphasize that relying solely on
classical algorithms may not suffice in real-world
applications, where fraud patterns evolve rapidly.

VI. CONCLUSION

This project presents a comprehensive approach to
detecting online transaction fraud using machine
learning and deep learning methods. By integrating
PCA for feature selection, XGBoost for ensemble
learning, and CNNID for sequential pattern
recognition, the system achieves high accuracy and
robustness in identifying fraudulent activities.
Experimental results confirm that the proposed
approach significantly outperforms traditional
models such as Naive Bayes. The use of PCA
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reduces data dimensionality, removes noise, and
improves computational efficiency, while XGBoost
handles complex patterns and imbalanced datasets
effectively. CNNI1D further enhances performance
by capturing sequential and local dependencies in
transactional data, demonstrating the potential of
deep learning in fraud detection. Overall, the
proposed system is suitable for real-world
applications, providing accurate, reliable, and
scalable fraud detection. It can be extended further
with techniques such as real-time anomaly
detection, adaptive learning, or hybrid models to
continuously improve performance as fraud
strategies evolve. The results highlight the
importance of combining preprocessing, feature
selection, and advanced modelling techniques to
build robust online fraud detection systems.
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