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Abstract

The growing dependence on cloud-based storage systems has introduced critical challenges in
maintaining secure file sharing, reliable user authentication, and data confidentiality. As digital data
continues to expand, protecting sensitive information from unauthorized access and cyber threats has
become increasingly important. Traditional file-sharing systems typically rely on single-factor
authentication and basic encryption techniques, which are often inadequate for modern security
requirements. These approaches are vulnerable to data breaches, identity spoofing, and performance
inefficiencies when processing large volumes of data. The primary problem addressed in this work is
the design of a secure and efficient cloud-based file-sharing system that enhances authentication
strength and encryption performance while ensuring controlled access to data. Existing systems lack
multi-layer security mechanisms, biometric verification, and effective performance evaluation of
cryptographic techniques, resulting in limited scalability and weaker protection. To overcome these
limitations, the proposed system adopts a hybrid approach that integrates advanced cryptographic
methods with multi-factor authentication. It utilizes Elliptic Curve Cryptography (ECC) for secure
asymmetric encryption and ChaCha20 for fast and efficient symmetric encryption. The system is
implemented using the Django framework with a My Structured Query Language (MySQL) database
to manage user credentials, file metadata, and access control. Additionally, authentication is
strengthened through password hashing combined with fingerprint-based verification. The system also
compares the computational efficiency of ECC and ChaCha20, presenting the results through graphical
analysis. The significance of this approach lies in its ability to provide enhanced security, efficient
encryption, and scalable performance, making it a reliable solution for secure cloud-based file storage
and sharing applications.
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1. Introduction

Cloud authentication is the process of verifying user identities within a cloud environment to determine
whether a user is authorized to access applications, data, services, and resources. It ensures that only
legitimate users are granted appropriate access rights and privileges. However, the absence of strong
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and effective authentication mechanisms can expose cloud systems to various security threats and
attacks. Common cloud security risks include information disclosure, Denial-of-Service (DoS), identity
spoofing, data tampering, repudiation, account hijacking, and privilege escalation [1,2]. As shown as
figure 1 In addition, cloud authentication systems are susceptible to several types of attacks such as
DoS attacks, Man-in-the-Middle (MITM) attacks, replay attacks, cloud malware injection attacks,
password discovery attacks, reflection attacks, customer fraud attacks, insider threats, and Known
Session-Specific Temporary Information (KSSTTI) attacks [3,4]. Authentication techniques serve as the
primary line of defense against unauthorized access to cloud-based applications, data, and services.
Various methods have been developed to strengthen authentication, including password-based
authentication, Single Sign-On (SSO) [5], token-based authentication, graphical password techniques,
biometric authentication, third-party authentication [6],
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Figure. 1: Multifactor authentication system.

certificate-based authentication, device-based authentication, two-factor authentication, and multi-
factor authentication (MFA). In recent years, organizations have increasingly adopted MFA in cloud
systems to enhance security, minimize the risks associated with compromised credentials, improve
compliance with regulations, and support flexible enterprise operations [7].

2. Literature Survey

Mostafa, et al. [8] developed an adaptive multi-factor and multi-layer authentication framework for
cloud platforms, aiming to significantly enhance security and reduce false positive alarms for
unauthorized access. They implemented a dynamic authentication approach that utilized several factors
for identity verification, which included examining the length and validity of the user's credential, along
with checks based on the user's geolocation and browser confirmation method. Alatawi, et al. [9]
researched critical challenges in cloud security by proposing a novel framework that integrated
blockchain-based smart contracts to enhance authorization and authentication processes, and leveraged
smart contracts to enable decentralized, transparent, and tamper-proof mechanisms for managing access
control in cloud environments. The proposed system mitigated prevalent threats like unauthorized
access and identity theft by providing an immutable and auditable security framework. A prototype
system, developed using the Ethereum blockchain and Solidity programming, demonstrated the
feasibility of this decentralized security approach, although the work did not specify the use of multi-
factor protection or anonymous credentialing. Tanveer, et al. [10] presented in CMAF-IIoT is built on
the ASCON authenticated encryption (AE) system, which combines encryption and decryption with
authentication to provide secrecy, integrity, and authenticity. As a result, designing an authentication
framework requires fewer cryptographic procedures.

Qui, et al. [11] presented a 3FA protocol is applied to provide secure, efficient, and practical for mobile
lightweight devices. The extended chaotic maps component of the protocol is used to generate random
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numbers. The fuzzy verifier’s component of the protocol is used to verify the users’ identity. Alsirhani,
et al. [12] the main methodology is based on applying different layers of authentications to verify cloud
users and reduce false alarms. Furthermore, different methods applied to check cloud user identity and
maintain the secrecy of data. The key threats in different cloud computing applications and
environments include data loss, hijacking of accounts, malicious users, and leakage of data. Wang, et
al. [13] defined explaining failures in MFA. One of these factors is the incomplete definition of an
adversary, in which the capabilities and goals of an attacker and difficulties in defining cryptographic
primitives must be defined. In addition, the provided MFA frameworks may be complex or unable to
identify vulnerabilities. These factors are checked with eight proof failures to examine vulnerabilities.
Wu, L., et al. [14] They researched on securing the encryption key in remote data backup by proposing
a User-Centric Design (UCD) scheme based on multi-factor authentication. Recognizing that remote
channels and backup servers are untrustworthy, the scheme employed a secret sharing mechanism to
divide the encryption key into three parts, which were securely stored across the user's laptop, smart
card, and the server. This key could then be reconstructed using any two of these shares, combined with
the user’s private information, including their password, identity, and biometrics.

Hu, et al. [15] found that the design of Liu et al.’s scheme in the authentication phase is unreasonable,
as their scheme cannot resist offline password-guessing attacks, server/user camouflage attacks, and so
on. Then, they presented an enhanced secure data backup scheme to overcome all above-mentioned
security threats. Y1, et al. [16] found that Hu et al.’s scheme cannot achieve their claimed security. Their
scheme could not resist offline guessing attacks, replay attacks, and denial of service attacks. They also
did not consider the situation of users rebuilding an incorrect key. Then, they proposed an enhanced
scheme to address the aforementioned issues. Chang, et al. [17] proposed a data protection scheme
based on Shamir’s (2,3)-threshold secret sharing scheme to protect sensitive data. In their scheme, the
server chooses the encryption key, and divides the key into three shares, which are stored in the laptop,
the USB device, and the server, respectively. The user can reconstruct the key on the laptop with the
help of the USB offline after the user obtains the authentication of the USB device via their identity and
password.

Bamashmos, et al. [18] proposed, two-layered multi-factor authentication (2L-MFA) framework based
on blockchain to enhance the security of IoT devices and users. In their work, the first level of
authentication was implemented for IoT devices, considering secret keys, geographical location, and
physically unclonable functions (PUFs). They utilized Proof-of-Authentication (PoAh) and elliptic
curve Diffie—Hellman to achieve lightweight and low-latency communication. The second level of
authentication was designed for [oT users, which were further divided into four sub-levels, each defined
by specific factors such as identity, password, and biometrics. Wu, Y., et al. [19] They presented an
identity management scheme based on multi-factor authentication and dynamic trust evaluation for
telemedicine applications. Their authentication mechanism combined iris recognition for secure
biometric verification, smart cards for encrypted credential storage, and static passwords for
supplementary verification, effectively addressing scenarios such as facial coverage in medical
environments. The proposed scheme dynamically adjusted the authentication process based on factors
like attack rates, login anomalies, and service durations.

3. Proposed System

The system is designed to provide a secure and efficient platform for cloud-based file sharing by
integrating advanced authentication and encryption techniques. It focuses on protecting sensitive data
during upload, storage, and download processes while ensuring that only authorized users can access
the files. The application is developed using a web-based framework with a structured database to
manage user information, file details, and access permissions effectively. The system incorporates a

536 | Page



Journal of Science Engineering Technology and Management Science ISSN: 3049-0952

Volume 03, Issue04, April 2026 WWw.jsetms.com

hybrid cryptographic approach to enhance data security and performance. It utilizes both asymmetric
and symmetric encryption methods to ensure strong protection and faster processing. Additionally, a
multi-factor authentication mechanism is implemented, combining password verification with
biometric validation to strengthen user identity verification, as shown in figure 2. An access control
mechanism is also included to regulate file sharing based on user permissions, ensuring privacy and
security. Furthermore, the system evaluates the performance of encryption techniques by measuring

computation time and presenting the results through graphical visualization, providing insights into
efficiency and reliability.
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Figure. 2: Proposed system architecture.

3.1 Elliptic Curve Cryptography (ECC)

ECC is an asymmetric cryptographic technique that uses the mathematical properties of elliptic curves
to generate public and private key pairs. It provides high security with smaller key sizes compared to
RSA, making it computationally efficient. ECC encrypts files uploaded by users, ensuring

confidentiality during cloud storage. Only the user with the correct private key can decrypt files,
maintaining secure access illustrated Figure 3.

537 | Page



Journal of Science Engineering Technology and Management Science ISSN: 3049-0952
Volume 03, Issue04, April 2026 WWw.jsetms.com

Elliptic Curve Parameters

Base Point (G)

Private Key Selection

¥

Public Key Computation i
| Q=d4+G) Random Integer (k)

Shared Secret Cipher Point |
5=k=Q) Cl=k=G)
Encrypied Pair (C1, C2)

Receive Cipher

Shared Secret Recovery
(S=dxCl)

Original Point Recovery
(M=C2-5)

Inverse Mapping

Validation Check

Tnvalid
Reprocess / Error Handling

Input Data

Point Mapping on Curve

Cipher Point 2

(C2=M+5)

Figure. 3: Internal work flow of ECC.

Elliptic Curve Parameter Initialization: ECC begins by defining domain parameters including the
elliptic curve equation, finite field, base point (G), and curve order. These parameters establish the
mathematical structure used for secure key operations.

Key Generation: A private key is selected as a random integer within the curve’s valid range. The
public key is derived by performing scalar multiplication of the base point with the private key, creating
a one-way relationship that is computationally hard to reverse

Shared Secret / Encryption Computation: During encryption or key exchange, an ephemeral random
value is generated and used with elliptic curve point multiplication. This produces a shared secret
derived from combining the sender’s temporary value and the receiver’s public key.

Cipher Construction or Key Derivation: The shared secret is converted into a usable cryptographic
key or combined with mapped data points to produce encrypted output. This stage ensures that only
someone with the corresponding private key can recover the original information.

Decryption / Shared Secret Recovery: The receiver uses their private key with received elliptic curve
points to recompute the same shared secret. Due to elliptic curve properties, both parties derive identical
secrets without directly transmitting them.

Validation and Integrity Checks: Final validation confirms that curve points are valid and operations
were performed within allowed parameters. This prevents invalid-curve attacks and ensures secure
reconstruction of the original data

4. Result Description
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The results demonstrate the effectiveness of the system in providing secure and efficient file sharing
through integrated encryption and authentication mechanisms. The implementation successfully
ensures controlled access to files while maintaining data confidentiality during upload and download
processes. Performance analysis indicates that symmetric encryption achieves faster computation
compared to asymmetric encryption, while the latter provides stronger security for key management.
The graphical representation of computation time clearly highlights the efficiency differences between
the techniques. The system achieves a balance between security and performance, validating the
reliability of the proposed approach in real-time applications.

Figure 4 illustrates the home page screen of the hybrid identity protection and multi-factor
authentication framework for cloud security, representing the initial interface through which users
access authentication and cloud storage functionalities. It depicts the starting point of the system where
identity verification and secure access workflows are introduced. The figure reflects the integration of
multi-factor authentication concepts with cloud-based resource management. It represents the
foundational stage that connects users to registration, login, and secure operations.
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Figure. 4: Home page screen.
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Figure. 5: User login screen.

Figure 5 illustrates the user login screen, representing the authentication stage where registered users
verify their identity through multiple authentication factors. It depicts the integration of biometric
validation alongside standard login credentials. The figure reflects how multi-layered authentication
mechanisms reduce the risk of unauthorized access. It demonstrates the process of validating identity
before granting access to cloud services.
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Figure. 6: Upload file screen.

Figure 6 depicts the upload file screen, representing how authenticated users securely upload files to
cloud storage under controlled access policies. It illustrates the system’s capability to manage file
permissions and enforce secure storage operations. The figure reflects the integration of access control
mechanisms with cloud-based data management.
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Figure. 7: Download screen.

Figure 7 depicts the download screen, representing how users retrieve stored files while maintaining
controlled access permissions. It illustrates the availability of uploaded resources along with associated
access types and download options. The figure reflects how cloud storage integrates sharing and
retrieval within a secure identity framework. It demonstrates how authenticated users access files based

on predefined permissions.
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Figure. 8: Model Comparison Screen.

Figure 8 illustrates the model comparison screen, representing graphical analysis used to compare
computational performance within the framework. It depicts how computation time or performance
metrics are visualized to evaluate different techniques. The figure reflects the analytical component
supporting system evaluation and optimization. It demonstrates how visual comparison assists in
understanding performance differences between methods.

5. Conclusion

The developed system successfully addresses the challenges of secure cloud-based file sharing by
integrating advanced authentication and encryption mechanisms. It ensures data confidentiality,
integrity, and controlled access through a combination of strong cryptographic techniques and multi-
factor authentication. The use of both asymmetric and symmetric encryption methods enhances overall
security while maintaining efficiency during file operations. By incorporating biometric verification
along with password-based authentication, the system significantly strengthens user identity validation
and reduces the risk of unauthorized access. A key outcome of the system is the performance evaluation
of encryption techniques, where computational efficiency is analyzed and compared. The results
indicate that symmetric encryption demonstrates faster processing time, while asymmetric encryption
provides stronger key-based security, thereby achieving a balance between security and performance.
This comparison highlights the effectiveness of combining both techniques in a hybrid approach to
optimize system performance. The system also implements access control mechanisms to ensure that
only authorized users can access specific files, thereby improving data privacy and reliability. The
graphical representation of performance metrics further enhances the understanding of system
efficiency and supports better decision-making. In the future, the system can be enhanced by integrating
more advanced biometric techniques, improving scalability for large-scale deployments, and
incorporating real-time threat detection mechanisms. Additionally, the adoption of distributed storage
and blockchain-based auditing can further strengthen data security, transparency, and trust in cloud
environments.
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