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Abstract— The swift growth of a number of 

Internet of Things, or IoT, devices has improved 

connectivity and convenience in sectors such as 

healthcare, home automation, and industry. 

Nevertheless, this heightened connectivity renders 

IoT systems more susceptible to cyberattacks. 

Conventional security measures are inadequate in 

identifying contemporary threats related to 

denial-of-service, data exfiltration, and man-in-

the-middle assaults due to the evolving nature of 

these risks. This project devises a cyber-assault 

detection system utilizing both deep learning and 

machine learning methods to address the issue. 

The model is evaluated using an extensive dataset 

comprising both normal & attack-related network 

data. Various techniques, including Random 

Forest, Support Vector Machine, Logistic 

Regression, and CNN2D, are employed to train 

the system. Their performance is assessed utilizing 

accuracy, precision, recall, and additional criteria. 

The findings indicate that Random Forest and 

SVM provide commendable performance; 

however, Logistic Regression and CNN2D attain 

the best accuracy, approximately 99.78%. This 

indicates that simplistic models can operate 

swiftly, whereas deep learning methods can yield 

more precise outcomes. The suggested approach 

offers a dependable and effective method for 

detecting cyber assaults in IoT networks. It 

enhances security by early threat identification 

and is beneficial for safeguarding real-world IoT 

systems.  

Keywords— IoT Security, Cyber Attack Detection, 

Machine Learning Techniques, Deep Learning 

Models, Random Forest, Support Vector Machine 
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I. INTRODUCTION 

The Internet of Things (IoT) denotes a network of 

interlinked objects, including sensors, intelligent 

appliances, and automated systems, that perpetually 

gather and share data in real time. These gadgets are 

now extensively utilized across various industries, 

including healthcare, transportation, smart residences, 

& industrial environments, enhancing the efficiency 

and automation of daily activities. The proliferation 

of linked devices has rendered IoT a crucial 

component underlying modern digital evolution and 

the advancement of intelligent technologies [12]. 

Despite these benefits, the Internet of Things also 

presents numerous security challenges. IoT networks 

comprise a diverse array of devices that frequently 

possess constrained computational capabilities and 

inadequate security measures [11]. Numerous 

gadgets are configured with default settings, lack 

frequent updates, and operate over insecure networks, 

hence heightening the danger of cyber assaults [14]. 

Due to these shortcomings, IoT systems are 

significantly susceptible to threats including denial-

of-service attacks, breaches of data, and persistent 

and advanced threats. Incidents such as the Mirai 

botnet have unequivocally illustrated the potential for 

exploited IoT devices to inflict extensive damage on 

network infrastructure [8]. 

Existing security measures, such firewalls along with 

signature-based intrusion detection systems, seem 

inadequate for addressing IoT security concerns. 

These systems are engineered for static contexts and 

encounter difficulties in processing substantial 
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volumes of intricate and changeable network traffic 

[11]. They also inadequately identify novel or 

unfamiliar attack patterns. Moreover, owing to the 

resource constraints of IoT devices, the 

implementation of robust security measures is 

impractical. Consequently, there is a significant 

demand towards smart and adaptive systems capable 

of autonomously learning from data and identifying 

anomalous or hostile behaviors in real time [14]. 

Machine learning (ML) along with deep learning 

(DL) methodologies have arisen as efficacious 

strategies for enhancing IoT security. Machine 

learning algorithms, including Random Forest, 

Support Vector Machine, and Logistic Regression, 

are proficient in detecting patterns in data and 

executing classification tasks effectively [15]. 

Nevertheless, these models might not consistently 

exhibit optimal performance when addressing 

intricate or concealed assault patterns. Conversely, 

deep learning methods, particularly Convolutional 

Neural Networks (CNNs), may autonomously extract 

significant characteristics from unprocessed data and 

are more proficient in identifying complex cyber 

threats [18], [9]. 

This study utilizes a synthesis of machine learning 

and deep learning approaches to identify cyber 

assaults within IoT networks. The system is assessed 

utilizing using CIC-APT-IIoT dataset, which 

comprises extensive real-time network traffic data, 

encompassing both normative and malicious activity 

[4], [6]. Due of the significant imbalance in the 

dataset, preprocessing approaches like data shuffles, 

normalization, and label encoding are employed to 

augment data quality and enhance model 

performance [4]. The dataset is subsequently 

partitioned into sets for testing and training to 

facilitate accurate model evaluation. 

A number of models, like Random Forest, Support 

Vector Machine, Logistic Regression, and CNN2D, 

are evaluated and trained to assess their efficacy in 

detecting cyber threats. The efficacy of these models 

is assessed by metrics like accuracy, precision, recall, 

F1-score, confusion matrix, and ROC curves [15]. 

Experimental findings suggest that Logistic 

Regression and CNN2D attain the best accuracy, 

reaching 99.78%, although Random Forest and SVM 

yield commendable results as well [16]. These 

findings suggest both of which lightweight models as 

well as deep learning models will be advantageous 

based on the system's requirements. 

This paper primarily contributes a comparative 

analysis of various algorithms for deep learning and 

machine learning for detecting cyber-attacks in IoT, 

utilizing real-world data. This illustrates that elevated 

accuracy for detection can be attained by integrating 

appropriate preprocessing methods with efficient 

models. The study emphasizes that both basic and 

sophisticated methods can be employed to create 

efficient & scalable intrusion detection systems. This 

study advances the creation of dependable and 

resilient safety features for future IoT networks [19], 

[20]. 

 

II. LITERATURE SURVEY 

Present object detection systems rely on region 

proposal techniques to identify objects in images; 

nevertheless, despite advancements like as SPPnet 

and Fast R-CNN, the generation of these suggestions 

continues to be a significant bottleneck. To resolve 

this issue, Shaoqing Ren et al. (2016) presented the 

Region Proposal Network(RPN), that shares 

convolutional features with detection network, hence 

enhancing the speed and efficiency of the proposal 

generation process. The RPN is a fully convolutional 

based model that concurrently predicts item locations 

including their probabilities at all positions, trained in 

an end-to-end fashion to generate high-quality 

suggestions. These recommendations are 

subsequently utilized by Fast R-CNN for conclusive 

detection. The authors integrated RPN and Fast R-

CNN into a cohesive network by sharing 

characteristics, with the RPN directing the model's 

emphasis akin to an attention mechanism. The 

method, with a deep architecture such as VGG-16, 

attains approximately 5 frames per second on a GPU 

while preserving excellent accuracy on datasets like 

PASCAL VOC and MS COCO, and has significantly 

contributed to getting superior results in prominent 

competitions such as ILSVRC and COCO. 

 

The rapid growth of IoT devices, typically less secure 

than conventional PCs, has resulted in an escalation 

in botnet-driven cyber attacks. To address this issue, 

Yair Meidan et al. (2018) suggested a network-based 

anomaly detection method known as N-BaIoT. This 

approach emphasizes the surveillance of network 

behavior by obtaining images of equipment activity 

and employing deep autoencoders to detect 

anomalous patterns in traffic resulting from 

compromised IoT devices. The model is engineered 

to differentiate between various sorts of attacks, 

involving both short-term and long-term incidents. 
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To assess their methodology, the authors subjected 

multiple actual IoT devices to infections from 

prominent botnets such as Mirai and BASHLITE. 

The findings indicated that the suggested system can 

swiftly and precisely identify threats as they 

transpire, rendering it beneficial for real-time, IoT 

security. 

 

The rapid growth of IoT systems has made them 

more susceptible to cyber attacks by malicious 

entities, requiring stringent security and investigative 

protocols. Nour Moustafa et al. (2018) introduced a 

fresh dataset, Bot-IoT, to enhance the development of 

intrusion detection and network forensic systems. 

The authors highlighted that many existing datasets 

lack complete information on botnet assaults and may 

not correctly represent real-world IoT configurations. 

To mitigate these limitations, they created a 

sophisticated testing system that generates both 

legitimate and malicious traffic, incorporating a wide 

range of modern and complex threats. The dataset 

ensures precise labeling and includes extensive 

network activity, hence augmenting its dependability 

for analysis. Furthermore, its effectiveness was 

validated by statistical and machine learning 

techniques, illustrating the potential as a solid 

foundation for detecting and analyzing botnet attacks 

in IoT networks. 

 

The rapid development of internet usage as well as 

online services has rendered the classification of 

network traffic increasingly vital. Numerous current 

methodologies depend on manually chosen criteria 

established by specialists to classify traffic, thereby 

constraining flexibility and efficacy. To address this 

issue, Mohammad Lotfollahi et al. (2020) suggested a 

deep learning-based approach termed Deep Packet, 

which integrates feature extraction and categorization 

into a cohesive system. This method can do general 

traffic classification (e.g., FTP or P2P) and identify 

individual applications such as BitTorrent or Skype. 

A primary advantage is its capacity for analysis 

encrypted traffic and differentiate among VPN and 

non-VPN conversations, a challenge for conventional 

approaches. The system analyzes preprocessed 

network packets through an combination of both 

stacked autoencoders & convolutional neural 

networks, in order to autonomously identify patterns. 

Experimental findings indicate that Deep Packet 

attains superior performance, achieving a F1 score of 

0.95 over application identification and 0.97 over 

classification of traffic, surpassing current 

methodologies on the UNB ISCX VPN-nonVPN 

dataset. 

The Internet of Things (IoT) is in a developmental 

phase yet is extensively utilized in sectors involving 

healthcare, commerce, smart cities, and transport. 

Nonetheless, its interconnected nature renders it 

susceptible to many cyber dangers. To tackle this 

problem, Elike Hodo et al. (2016) conducted a study 

that examines security vulnerabilities in IoT networks 

and employs an Artificial Neural Network (ANN) for 

their detection. A multilayer perceptron model is 

trained on network traffic data and subsequently 

evaluated for its capacity to detect assaults, 

particularly Distributed Denial of Service 

(DDoS/DoS). The primary objective is to categorize 

network traffic into two types: benign or malicious. 

The model is assessed in a simulated IoT domain, 

yielding a high accuracy of approximately 99.4% in 

efficiently identifying various forms of assaults. 

 

III. DATASET DESCRIPTION 

Our suggested work utilizes a Internet of Things 

network traffic dataset comprising several properties 

pertinent to device communication. The dataset has 

attributes including timestamp, flow duration, header 

length, source and destination IP addresses, source 

and destination ports, protocol, protocol name, packet 

duration, and additional pertinent variables. These 

qualities facilitate the comprehension of data flow 

inside the network and are crucial in discerning 

whether the activity is benign or malevolent. Each 

record signifies a communication occurrence between 

devices, with the primary objective of categorizing 

the data into two classifications: Normal and Cyber 

Attack. The dataset includes several sub-attack 

classifications and categories, offering deep insights 

into different forms of cyber threats. The study 

reveals that TCP is the predominant protocol in the 

sample, and the absence of missing values guarantees 

high data quality. Statistical evaluation and 

visualizations are conducted to enhance 

comprehension of attack dispersion, protocol 

utilization, and port activity. 
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Figure 1: Sample view of IoT network traffic 

dataset with multiple attributes 

Before the start of the application of machine 

learning algorithms, the dataset undergoes a 

preprocessing stage to render it appropriate for 

training. In this phase, non-numeric values are 

transformed into numeric format by label encoding. 

The data is subsequently shuffled to eliminate bias 

and standardized to align all feature values within a 

comparable range, hence enhancing model 

performance. The preprocessing stages are crucial for 

ensuring accuracy and reliability. The dataset is 

ultimately partitioned into sets for testing and training 

in a ratio of 70:30, with 70% allocated for model 

training and 30% designated for performance 

evaluation. This division aids in assessing the model's 

efficacy on unfamiliar data and promotes enhanced 

generalization. 

 

IV. IMPLEMENTATION DETAILS 

Implementation for the proposed method is 

conducted incrementally, commencing with the 

importation of all necessary packages for processing 

data, visualization, and model development. The 

Internet of Things network traffic data collection is 

thereafter loaded and shown to comprehend its 

structure and other attributes. To guarantee the 

quality of data, the dataset is examined for absent 

values, revealing the absence of null values. 

Additionally, statistical analysis is conducted to 

comprehend the data distribution, encompassing 

metrics such as the mean, standard deviation, lowest, 

& maximum for all feature. This facilitates a 

comprehensive comprehension of the data collection 

before to the application of any models. 

A number of visualization approaches are employed 

to enhance data understanding. Graphs are 

constructed to illustrate various sub-attack 

classifications, attack types, & the distribution within 

normal & cyber attack traffic. Supplementary 

visualizations are employed to examine protocol 

utilization, revealing that TCP is predominantly 

utilized, and to investigate the act of source as well as 

destination port numbers. These visual depictions 

facilitate the identification of trends and elucidate the 

mechanisms by which various sorts of attacks 

transpire inside the network. 

During the analysis of the dataset, preparation 

measures are implemented to ready the information 

provided for model training. Machine learning 

models want numerical input; hence, categorical data 

are transformed into numeric format using label 

encoding. The dataset is subsequently randomized to 

eliminate bias and normalized to ensure every value 

of features are scaled to a comparable range. These 

measures are crucial for enhancing the efficacy and 

consistency of the models. The dataset is divided into 

sets for testing and training in a ratio of 70:30, with 

70% allocated for training and 30% for testing. 

After data preparation, various algorithms like 

Random Forest, Support Vector Machine (SVM), 

Logistic Regression, and CNN2D are executed. Each 

model is trained with the training data and assessed 

using metrics such as precision, accuracy, recall, F1-

score, the confusion matrix, along with ROC curves. 

The findings indicate that Random Forest attains 

approximately 96% accuracy, whilst SVM yields 

around 94%. Logistic Regression and CNN2D 

exhibit optimal performance, each attaining an 

accuracy of roughly 99.78%. The results demonstrate 

that both shallow and a deep learning methodologies 

can effectively detect cyber attacks. 

The results of all models is ultimately compared 

through graphical & tabular representations, 

facilitating comprehension of their effectiveness. The 

system is subsequently evaluated with novel input 

data, applying identical preprocessing procedures 

prior to prediction. The developed Logistic 
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Regression algorithm classifies input information 

either as a Normal or as Cyber Attack. The output 

unequivocally illustrates the anticipated findings, 

indicating that the framework can precisely identify 

cyber threats and is applicable for practical IoT 

security implementations. 

 

Figure 2: IoT Cyber Attack Detection System 

Architecture 

 

V. RESULT AND DISCUSSION 

The initial phase of our suggested system was 

executed utilizing the uploaded dataset. Upon 

completing the dataset upload, the system will 

retrieve all information and deliver a preview of the 

dataset, showcasing the attributes and their 

corresponding values, as illustrated in Figure [3]. 

This indicates that the dataset has been successfully 

loaded. Figure [4] illustrates the graphical 

representation used to determine the number both 

anaemic and non-anaemic individuals. 

Figure 3: Dataset Loading and Visualization 

Once importing the dataset, the subsequent step is to 

examine the arrangement of normal & attack data 

inside the system. Figure [3] illustrates a bar graph 

depicting the frequency of Normal & Cyber Attack 

records within the dataset. The x-axis denotes the 

class names (Normal & Cyber Attack), whilst the y-

axis indicates the quantity of documents in each 

category. This visualization aids in comprehending 

the data distribution and assessing the balance of the 

dataset. The graph reveals that the quantity of normal 

records surpasses that of cyber attack records, 

indicating a minor imbalance in the collection of 

data. This stage is crucial for comprehending data 

behavior prior to the implementation of machine 

learning models. 

 

Figure 4: Class Label Distribution Analysis 

Following the training of the Random Forest 

algorithm on the collected dataset, its efficacy is 

assessed utilizing test data, as seen in Figure [5]. The 

model attains approximately 96% accuracy, 

accompanied with commendable precision, recall, & 

F1-score, signifying dependable identification of 

cyber threats. The confusion matrix indicates a 

predominance of accurate predictions with little 

mistakes, while the ROC graph illustrates robust 

classification efficacy, with the curve positioned at 

the top-left corner. This outcome validates as the 

Random Forest algorithm is proficient at 

distinguishing between regular and attack traffic. 

Figure 5: Random Forest Model Performance 

Evaluation 

Once implementing the Support Vector Machine, or 

SVM, model, its efficacy is assessed using the test 

dataset, as illustrated in Figure [6]. The model attains 

approximately 94% accuracy, exhibiting 

commendable precision, recall and F1-score, 

signifying proficient categorisation of normal as well 

as cyber attack data. The confusion matrix indicates 

that the majority of predictions are accurate, with 

only a limited number of misclassifications. The 

ROC curve exhibits commendable performance, as it 

remains in the top-left quadrant, signifying robust 

detection capabilities. The SVM model yields 

dependable outcomes for cyber threat detection 

within the specified dataset. 
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Figure 6: SVM Model Performance Evaluation 

While the training of the Logistic Regression 

algorithm, its efficacy is assessed using the test 

dataset, as seen in Figure [7]. The model attains an 

exceptional accuracy of approximately 99.78%, 

accompanied by outstanding precision, recall, & F1-

score, signifying robust classification proficiency. 

The confusion matrix indicates that nearly all 

predictions are accurate, with little misclassifications. 

The ROC curve further validates the model's 

efficacy, as it is situated around the top-left corner, 

indicating elevated true positive rates and diminished 

false positives. The Logistic Regression approach 

yields very accurate and dependable results for 

identifying cyber assaults. 

 

Figure 7: Logistic Regression Model Performance 

Evaluation 

After the training of the CNN2D algorithm, its 

efficacy is assessed using the test collection, as seen 

in Figure [8]. The model attains an impressive 

accuracy of approximately 99.78%, along with 

exceptional precision, recall, & F1-score, 

demonstrating a robust capacity for detecting cyber 

threats. The confusion matrix indicates that nearly all 

predictions are accurate, with little misclassifications. 

The ROC curve is situated at the top-left corner, 

signifying high true positive percentage & 

low positive rate. The CNN2D model has exceptional 

accuracy and efficiency in detecting cyber attacks 

within IoT networks. 

 

Figure 8: CNN2D Model Performance Evaluation 

We also generated a comparative graph to display 

performance of all applied models, facilitating a clear 

comprehension of their differences and reviewing 

their effectiveness. This graph illustrates the 

performance characteristics of each algorithm, 

facilitating the identification of the superior model in 

detecting cyber threats, as depicted in Figure [9]. 

 

Figure 9: Comparison of Algorithm Performance 

When implementing and assessing the models, the 

concluding phase requires testing systems with novel 

input data to ascertain whether the specified network 

usage is normal or indicative of a cyber assault. 

Figure [10] illustrates that the test values of the data 

are processed and transmitted through the model that 

was trained, resulting in a prediction output classified 

as either a Normal or as Cyber Attack. The outcomes 

are shown distinctly alongside the input values, 

facilitating comprehension of the model's choice. 

This stage illustrates the system's capability to 

accurately classify novel data, hence validating its 

practical utility in real-time IoT cyberattack 

detection. 
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Figure 10: Prediction Output Results 

 

Comparative Performance Summary 

The efficacy of the proposed system is assessed 

utilizing various machine learning and deep learning 

techniques, include Random Forest, Support Vector 

Machine (SVM), Logistic Regression, & CNN2D. 

The assessment is conducted with criteria including 

accuracy, precision, recall, & F1-score. Table 1 

presents a comparative analysis of the performance of 

all implemented models, emphasizing the efficacy of 

each algorithm in detecting cyber assaults within IoT 

networks. 

Model 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

Random 

Forest 
96.27 96.33 95.18 95.72 

SVM 94.07 95.68 92.05 93.43 

Logistic 

Regression 
99.78 99.84 99.65 99.74 

CNN2D 99.78 99.84 99.65 99.74 

 

Table 1: Model Performance Metrics 

 

 DISCUSSION 

The recent proliferation of IoT devices has 

heightened the potential of cyber attacks, rendering 

network security a critical field of study. 

Conventional security measures are insufficient to 

address intricate and dynamic attack patterns, 

necessitating the development of intelligent detection 

systems. The primary aim of this study was to create 

an effective cyber attack identification system 

utilizing combination of machine learning techniques 

as well as deep learning methodologies. This study 

utilized a network traffic collection comprising 

diverse communication aspects, including protocols, 

ports, & flow-related attributes. Various methods, 

including Random Forest, Support Vector Machine, 

Logistic Regression, and Convolutional Neural 

Network 2D, were utilized to analyze and categorize 

the data. The findings indicate that although all 

models exhibited commendable performance, 

Logistic Regression & CNN2D attained the best 

accuracy, demonstrating their efficacy in identifying 

cyber threats. The application of appropriate 

preprocessing approaches, including normalization, 

encoding, as well as information partitioning, 

contributed to enhanced model performance. This 

study emphasizes that integrating various learning 

methodologies might enhance detection efficacy and 

yield dependable outcomes. The suggested approach 

is resilient, precise, and appropriate for practical IoT 

settings where the prompt identification of cyber 

risks is crucial. 

 

VI. CONCLUSION 

This project aims to enhance cyber threat detection 

within IoT networks through the application of 

sophisticated machine learning as well as deep 

learning methodologies. The study illustrates the 

capacity to attain high accuracy and dependable 

performance in detecting cyber risks by integrating 

various techniques, including Random Forest, SVM, 

Logistic Regression, & CNN2D. Employing 

appropriate data preprocessing, feature management, 

and evaluation techniques enhances the model's 

overall efficacy. Among all the employed 

methodologies, Logistic Regression & CNN2D 

provide greater performance, underscoring their 

efficacy in managing intricate network patterns. This 

study underscores the significance of data-driven 

methodologies in developing intelligent & scalable 

security systems. The suggested approach enhances 

detection accuracy and offers a viable solution of 

real-time IoT security, safeguarding networks against 

potential assaults and guaranteeing secure 

communication environments. 
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