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Abstract—Voice-based scams have become a serious cybersecurity threat because people increasingly adopt artificial intelligence
and communication technologies. Fraudsters use vishing, and robocall and deepfake voice attacks to trick victims into disclosing
their personal information and authorizing fake transactions. The review presents an in-depth examination of the evolving operating
environment of voice scams and the development of detection and prevention technologies. The study examines various types of voice-
based fraud, with a focus on Al-generated voices and social engineering techniques. The research paper investigates methods for
enhancing speech signals by removing noise and processing audio to improve sound quality and intelligibility for precise analysis.
The review examines the various analytical features that detect scams through acoustic, linguistic and semantic patterns, as well as
speaker verification and emotion analysis capabilities. The paper investigates how ML techniques, such as supervised learning,
unsupervised learning, DL and hybrid ensemble models, detect fraudulent voice interactions. Modern voice scam detection systems
use speech processing, NLP and cutting-edge machine learning techniques to detect suspicious calls in real phone conversations. The
review presents information about existing obstacles, recent progress and upcoming research paths for voice-based scam detection
systems.
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I. INTRODUCTION

Victims of voice phishing, a type of social engineering crime, are lured in by phone calls [1] and voice messages with the
promise of financial and personal information by playing on their vulnerabilities and the confidence they have in others [2]. The
second aspect of cybercrime, which includes online scams and fraud behaviour [3] represents the final stage of criminal activity
[4]which begins when offenders establish connections with victims through social media platforms. Scammers and fraudsters,
in particular, are able to access cardholder cash if they have successfully stolen bank card data through hacking, phishing, or
skimming [5]. Cybercriminals use malicious software to steal identity information from their victims by operating from remote
locations through hidden links[6][7]. The research demonstrates that criminals use multiple methods [8] of manipulation, which
include caller ID spoofing and authority figures [9] impersonation and time pressure tactics, with personalized conversation
scripts.

The ever-increasing volume of instances and the corresponding quantities of money involved in online fraud [10] offer a
significant danger to the safety of individuals, their property, and the stability of society and the economy [11][12]. In 2021, there
were about USD 39.89 million in losses to global telecoms income due to fraud, according to the Communications Fraud Control
Association [13] [14]. The cybersecurity chain is being weakened by the rapid increase of social engineering assaults in modern
networks [15][16]. For the benefit of cybercriminals, they seek to deceive individuals and businesses into disclosing sensitive
and valuable information [17][18]. All networks are vulnerable to social engineering [19][20], and anti-virus software systems
[21], regardless of the effectiveness of their firewalls, cryptographic approaches, and intrusion detection systems. People have a
higher tendency to trust one another than they do computers or other forms of technology. Figure 1 shows the social engineering
attack life cycle.
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Fig. 1. Social engineering attack stages [22]

The rise of mobile devices as main tools for communication established a new way for people and companies to connect with
each other. The digital transformation[23][24][25] which brought new technological advancements to the world has created fresh
opportunities for fraudsters who target unprotected groups. Mobile communication fraud exists in various forms which include
vishing (voice phishing), smishing (SMS phishing), caller ID spoofing, impersonation scams and advanced Al-generated voice
scams [26][27]. The threat level of this danger becomes clear through the fact that mobile devices now account for 75% of all
digital payment [28] fraud cases which includes 45% of global fraud incidents originating from Asia-Pacific regions.

The detection of fraud requires multiple methods for its detection. ML technologies[29] have become an effective weapon in
the fight against telecom fraud[30] because they now operate in the present day [31][32]. The detection of deepfake voices
requires advanced machine learning (ML) [33] and transfer learning, because synthetic audio forgeries have become more
complex to detect[34]. The development of deepfake technology makes it more difficult to use traditional methods for
distinguishing between authentic and fraudulent vocalizations[35]. Advanced ML models enable researchers to detect hidden
audio patterns that typical people and basic algorithms cannot understand[36]. The organization can maintain its defense against
fast-evolving deepfake technology through ongoing model development and updates, enabling it to protect against
impersonation, fraud and misinformation attacks[37].

A. Structure of the paper

The paper's structure is as follows: Section II introduces environment of voice-based scams and deepfake detectives. Section
III discusses speech signal enhancement techniques. Section IV presents ML methods of scam detection. Section V presents a
literature review that includes a comparison of previous research. Section VI wraps up the work and provides a roadmap for
future studies.

II. VOICE-BASED SCAM LANDSCAPE AND DEEPFAKE VOICE DETECTION

The system uses Al and ML together with voice biometrics to identify fraudulent activity and suspicious calling patterns
through its voice-based scam detection system[38][39]. The system detects voice characteristics, which include pitch, rhythm
and stress patterns, to distinguish between real human voices and deepfake artificial voices [40]. The advanced systems use
natural language processing to analyse spoken content, which enables them to issue instant alerts and perform automatic
responses during suspicious phone calls. The technology enhances cybersecurity [41][42] and in particular, in areas such as
banking and call centers, by providing an adaptive layer of real-time protection against voice scams that change.

A. Types of Voice-based Scams

The term "telephone scams" has been used to describe one type of fraud that discussed in this section. Scammers' next-gen
techniques for telephone scams that use Al were therefore investigated [43]. Various scams are discussed below:

1) Vishing (Voice Phishing)

Vishing is a type of social engineering attack that involves scammers that are performed over the phone and consequently
are used to acquire personal or financial data by impersonating an entity of trust. They apply psychological tricks such as urgency
and authority to coerce victims in live calls. Vishing may be either human or automatic, and Al [44] voice cloning is becoming
more popular in producing convincing fake voices, attacking banks, agencies, and support services[45].

2) Robocalls and Automated Scams

Robocalls are automated systems that are used to send pre-taped messages to groups of victims. Such frauds usually express
non-real threats, emergency demands, or fictitious prize wins. Although less interactive than Al-driven vishing, robocalls still
deceive millions annually [46]. There is a high rate of people scamming using VolIP technology to generate multiple phone
numbers and getting away with it.

3) Deepfake Voice Attacks

Deepfake voice attacks use Al to generate or imitate natural voices convincingly. Social engineering, financial fraud,
extortion, and misinformation are promoted using these attacks. It is high-profile impersonation where criminals impersonate
executives or other figures of prominence to approve fraudulent transactions or to otherwise manipulate their victims [47].
Deepfake audio disregards the normal verification through trust, like in a scam in the UK energy sector, and a false Elon Musk
cryptocurrency video. Figure 2 shows the overview of the Deepfake Technology.
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B. Key Characteristics of Voice-Based Frauds
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Fig. 2. Graphical Overview of Deepfake Technology

The fast evolution of technology has led to an increase in the sophistication and complexity of telephone scams. The major
characteristics of these types of fraud are thoroughly described below:

e Urgency and Threats: Scammers often use legal action or the suspension of accounts to make victims feel like they
need to pay up quickly [48], to which the victim responds with immediate action without checking the authenticity of
the email or the site carefully.

o Spoofed Email Addresses and Websites: Phishing email messages and spoofed websites are designed in a way that
they look real. Fraudsters may also send emails or domains that seem nearly the same as the genuine organizations only
with minor changes that one can easily afford to ignore.

e Malware Deployment: In other instances, when one clicks a link in the mail or opens an attachment, the malware
installs itself and this results in the personal information or financial information being stolen without the knowledge

of the victim.

The best way to fight this type of fraud is to ensure that people and organizations implement high levels of security, such as
training to detect phishing attacks [49], ensuring emails are authentic before clicking links or entering information, and
implementing MFA to protect accounts. Moreover, it is very important to maintain software and security systems to avoid
installation of malware that may be acquired as a consequence of such fraudulent activities.

C. Applications and Implications of Deepfake

Deepfake speech recognition The concept of deepfake speech recognition describes the capability of Al [50] programs to
recognize and evaluate fake or modified audio that sounds like a human voice [51]. Due to the growing development of deepfake
voice technology, multiple applications and misuses of it are possible in the future, and detection of deepfakes is essential in
various industries. Table I outlines certain applications of Deepfake.

Prevention

TABLEIL  PRACTICAL APPLICATIONS OF DEEPFAKE VOICE DETECTION SYSTEMS
Category Application Role of Deepfake Voice Detection
Security and Fraud | Voice Authentication Detects fraudulent attempts in systems that use voice biometrics (e.g., banking services and

smart devices) by identifying synthesized or manipulated voices.

Phone Scam Detection

Identifies impersonation in social engineering attacks during phone calls by analyzing
abnormal voice characteristics.

Identity Theft Prevention

Helps prevent unauthorized impersonation of individuals by detecting deepfake or cloned
voices.

Organizational Risk | Internal Communication | Verifies speaker identity in sensitive organizational communications such as fund transfers,
Management Security access authorization, and confidential discussions.
Executive Impersonation | Prevents attacks targeting executives by detecting suspicious voice patterns generated through
Detection voice cloning.
Risk Governance and Policy | Supports security policies by enabling verification mechanisms such as multi-factor
Enforcement authentication for high-risk voice instructions.
Law Enforcement | Audio Evidence | Ensures the authenticity of voice recordings used in legal investigations and prevents the
and Digital Forensics | Authentication misuse of manipulated audio evidence.
Criminal Investigation | Assists investigators in distinguishing between genuine and manipulated conversations in
Support intercepted communications.

Media
Information
Verification

and

Misinformation Detection

Identifies manipulated audio in news and social media to prevent the spread of fake
information.

Protection of Public Figures

Detects fake audio impersonating journalists or public figures, helping maintain credibility and
public trust.

Voice-Activated
Systems

Smart Assistants Security

Ensures requests come from authorized users, improving the security of voice-activated
devices (like Alexa, Siri, and Google Assistant).

Speech
Reliability

Recognition

Improves the reliability of speech recognition systems in sectors such as healthcare by verifying
authentic voice inputs.
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III. SPEECH SIGNAL ENHANCEMENT TECHNIQUES

Digital speech [52] signal processing includes the step of speech enhancement, which uses an algorithm or filter to make the
speech signal better in terms of clarity, intelligibility, understandability, and comprehensibility. Background noise, such as babble
or reverberation, can weaken the speech signal as it is being recorded. Certain speech-enabled applications, such those for mobile
devices, hearing aids, and VolIP, utilize clear and uninterrupted voice signals. There are several strategies for improving speech.
The methods for improving speech vary depending on the type of deterioration and the noise present in the obtained speech
signal. The voice enhancement system's basic phases are depicted in Figure 3.

Clean Speech x[n] Noise v[n]
&
a
Noisy Speech
y[n] = x[n] + v[n] :
Speech

Enhancement

imﬂlh

Fig. 3. Basic Steps of a Speech Enhancement System

A. Types of Noise and Its Removal Methods

This section reviews and describes several noise reduction strategies[53]. There are a variety of noises that can degrade the
voice signal, such as periodic noise, wideband noise, and speech interference.

1) Periodic Noise & Its Removal Techniques

Use of transform-domain, adaptive, or stationary filters can eradicate periodic noise. One approach uses a comb filter made
of a bank of notch filters, like twin T-filters, to remove periodic noise; this method is stationary. The second is adaptive filters,
where periodic noise may be eliminated by using an inverse filter that is a forward prediction error filter. The third is a changing
domain where the periodic noise spectrum is observable and modifiable. By examining the spectrum, the periodic components
may be determined.

2) Wide Band Noise & Its Removal Techniques

The spectra subtraction method (SS) and adaptive cancellation can get rid of wideband noise. In order to remove the predicted
noise spectrum from the noisy speech spectrum, spectral subtraction is employed. Adaptive cancellation can filter out background
noise in a signal and can estimate the channel using the corresponding signal even when there isn't a signal. In order to remove
noise, an adaptive filter can be fine-tuned by choosing an impulse response that makes the filtered channel noise equal to the
signal noise. Changes are made to the coefficients until the output hits a minimum.

3) Interfering Speech & Its Removal Techniques

Speech enhancement methods are useless when two speech signals are interfering. It is possible to separate the voices of
various speakers if one can distinguish between distinct pitches. Pitch separation requires the monitoring of vocal portions. A
comb filter can be employed to recover the target speaker's harmonics if pitch values are known. Isolating several speakers'
voices is another possible usage of a transform domain approach.

B. Speech Enhancement Methods

The following are only a few of the numerous strategies used to improve speech. They may be separated into two fundamental
groups as follows: Techniques for Enhancing a Single Channel and a Multi-Channel.

1) Single Channel Enhancement Method

This technology is commonly used for real-time applications such as mobile communication and hearing aids because there
is usually no second channel present [54]. While this method improves the signal's overall quality, it does so at the cost of some
intelligibility and, thus, performance. Additionally, this technology is less complicated and more affordable than a multichannel
system. This system typically employs various speech and unwanted noise statistics.

2) Multichannel Enhancement Method

These systems are more intricate than single-channel systems. The adaptive noise cancellation device serves as a noise
reference for this system, which uses several signal inputs. Compared to single-channel systems, these systems perform better
on non-stationary noises because they consider the spatial features of the signal and the noise source, in addition to the limits of
the former.
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C. Analytical Features Used in Voice-Based Scam Detection

Advanced Al speech creation systems are beyond the capabilities of present voice authentication and anti-spoofing defenses,
which rely on acoustic structural or policy-based methods. In addition, most existing detection methods aren't practical since
they don't have access to high-quality synthetic audio data.

1) Acoustic Feature Extraction (Pitch, Tone, Prosody, Spectral Features)

It implements a simulation of the simplest acoustics such as FO/pitch contours, energy, jitter/shimmer, MFCCs, spectral
flux/centroid, and prosodic rhythm, and modern fraud screening can already be employed before words are recognized.
According to studies, voicemail and call audio include enough discriminative signal to distinguish between spam and robocalls
and human or non-spam calls [55].

2) Linguistic and Semantic Features (NLP for Scam Content)

This type of NLP pipeline scans language-based indicators of social-engineering after the speech is transcribed, including
deception-style rhetoric, payment signs, entity co-occurrence patterns (brands gift cards), imperative/urgency words (as in, verify
now or account locked), and imperative/urgency phrases [56]. To detect phishing and other message-based threats, reviews and
comparative analyses show the effectiveness of token/character n-grams, POS-patterns, and contextual embeddings (BERT
family); these can be transferred to call transcripts, chat, and chat makes them even more accurate with the assistance of keyword
rules and topic models.

3) Speaker Identification and Verification

Voice biometrics enable a very strong defense against account takeover: watch-list detection can recognize a known fraudster
over a conversation and speaker verification can immediately compare a voiceprint with a registered voiceprint [57]. Also, it is
demonstrated in the literature that the score-level fusion and anti-spoofing front-ends are used to secure ASV against spoofing
(replay, TTS/voice cloning, unfriendly examples).

4) Emotion and Sentiment Analysis in Voice Calls

Affective signals may be detected by both text (sentiment/emotion categorization) and acoustics (prosody, voice quality).
Two-stream architectures (acoustic + lexical) of older note are precursors of the present-day multimodal architectures currently
applied to live coaching and risk warnings when callers are agitated or manipulative[58]. Real call data has also been shown to
be recognized in order to aid agent assistance, de-escalation and service-quality prediction in contact-center contexts.

IV. MACHINE LEARNING APPROACHES FOR SCAM DETECTION

The advent of ML [59] as an efficient method of analysis has greatly contributed to the identification of voice-based scams.
Through the examination of communication patterns and vast volumes of call audio data, ML methods [60] allow systems to
determine suspicious behaviour and peculiarities that can signal abuse of power [61]. Such models have an opportunity to analyze
acoustic characteristics, language patterns, and the conduct of callers in order to draw the line between valid and fraudulent
appeals [62]. A proper implementation of the proper ML [63] algorithms is thus necessary in order to identify the growing voice
scam patterns and reduce the number of false alarms [64], which may disrupt the normal organizational operation of
communication or customer service [65].

Fraud detection methodologies based on ML may be categorized systematically under three major methodologies: supervised,
unsupervised and hybrid methods. All methods have their own benefits and drawbacks depending on the particular situation of
fraud detection and the nature of the data [66].

1) Supervised Learning

The majority of fraud detection research uses supervised learning. Models are trained using datasets that are carefully
classified, with voice recordings or call exchanges being labeled as either authentic or fake. This allows the algorithm to master
the patterns of distinction in the acoustic features, speech attributes, and conversation types, which it can successfully detect and
identify suspicious voice calls and detect possible scamming needs.

2) Unsupervised Learning

Unsupervised learning techniques are solely employed in detecting voice scams. The methods can also detect patterns and
anomalies without labeled training data, which is especially useful for detecting new fraud patterns not already observed in
historical labeled data. These methods include Isolation Forest, Autoencoders, K-Means Clustering, Hidden Markov Models etc.

3) Deep Learning Approaches

DL approaches [67] belong to an area that is rapidly expanding in data scam detection studies [68]. These superior methods
can acquire complicated patterns using the voice signals and conversation data and can correctly identify fraudulent calls. DL
models [69] are frequently used separately or in combination with classical ML approaches to enhance the process of tracking
scam-related voice patterns [70], such as artificial speech and social engineering techniques. These include LSTM [71], CNN,
RNN, GAN etc.

4) Hybrid Ensemble Methods
There are numerous works that use hybrid methods that strategically use various ML methods to enhance overall detection
and robustness [72]. Likely, Supervised-Unsupervised Methods, Ensemble Methods, DL Hybrids [73] etc.
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V. LITERATURE OF REVIEW

This section presents earlier studies on voice spoofing, voice phishing, and telecom fraud detection. The systematic
comparison of previous studies with an emphasis on the models of spoofing-detection, phishing defense, and system architecture,
as well as their main advantages, is presented in Table II.

G. Lin et al. (2026) proposed a dual-level classification strategy: the frame-level classifier captures encoding discrepancies
within individual frames, while the utterance-level classifier aggregates these frame-level features to learn global encoding
patterns through global covariance pooling. The experimental results obtained from testing VoIP Phone Call Identification
Database VPCID show that the proposed method achieves better results than all current methods because it maintains higher
accuracy and better performance across various difficult testing situations. The ablation studies demonstrate that the proposed
model architecture successfully achieves its intended goals and operates according to its design principles[74].

S. Chang et al. (2025) The study demonstrated that voice assistants that developers are creating for wearable devices without
providing full human-computer interaction capabilities become vulnerable to voice spoofing attacks. Such attacks exploit pre-
recorded or synthesized voice commands to trick assistants into executing unauthorized actions by legitimate users. In this work,
they propose GyroTalk, a novel approach that extracts individual, reliable features from users' speech-movement sequences using
built-in gyroscopes in wearables to differentiate between legitimate users and malicious attackers. GyroTalk is inspired by two
critical insights. These collective muscle movements propagate throughout the body, providing unique movement signatures
[75].

R. Sonwane et al. (2024). The project makes use of state-of-the-art technologies for voice feature extraction, processing, and
pattern matching. By using React Native only for the Android application, “TrustCaller” plays a key role in enhancing the security
of phone communications when combined with ML and Speech Synthesis. This program is a vital step in protecting people from
possible dangers and promoting safer phone communication. Moreover, it provides scalable security settings to guarantee users’
privacy and control over communication [76].

B. B. Gupta, A. Gaurav, and K. T. Chui (2024) proposed that smartphones have personal and private information about the
user; hence, attackers target smartphones to access personal and confidential information. In this context, this paper proposed a
GooglLeNet-based mobile phishing attack detection model. In their proposed model, whenever a user visits a webpage, its
screenshot is analyzed by the GoogleNet model, and if the website is malicious, the model alerts the user. They employed
GoogleNet as it is effective at identifying multiclass photos and has been trained on vast volumes of data[77].

F.-Y. Liang et al. (2023) introduced a new approach to telecom fraud detection using autoencoder and feature binning (TFD-
FA). Customers are categorized into different telecom scenarios according to their unique qualities in TFD-FA's feature-binning
system. In addition, data on nearby areas is assembled using an autoencoder component. An imbalance classifier component is
also used to deal with the fact that there are more fraudsters than legitimate users. Comprehensive tests on an actual dataset show
that TFD-FA is more successful than the baseline models that were examined[78].

R. H. J. and Mohana (2022) The project's overarching goal is to research different methods for preventing and detecting fraud
in the communications sector. Various types of telecom fraud are outlined in this paper, along with obstacles to detection and
possible solutions. The performance of the present techniques is stated at, and then suggestions and suggestions for selecting the
best fit performance indicators are provided[79].

TABLE II. COMPARATIVE ANALYSIS OF MACHINE LEARNING LITERATURE ON VOICE SPOOFING AND TELECOM FRAUD DETECTION
Author (Year) Voice Spoofing / Fraud Detection Technique System / Architecture Outcome / Advantage
Scenario
G. Lin et al. | Voice spoofing and fraudulent | Dual-level classification | Frame-level classifier + | Achieved higher accuracy and
(2026) VoIP phone calls using frame-level and | utterance-level classifier with | robustness in detecting spoofed
utterance-level analysis global covariance pooling voice calls on the VPCID dataset.
S. Chang et al. | Voice spoofing attacks on | Motion-based voice | GyroTalk system using | Effectively differentiates
(2025) voice assistants in wearable | authentication using | wearable device gyroscopes to | legitimate users from attackers by
devices gyroscope signals capture  speech  movement | analyzing body movement
patterns signatures during speech.
R. Sonwane et al. | Fraudulent phone calls and | Voice feature extraction | TrustCaller mobile application | Enhances phone call security and
(2024) unsafe phone | and machine learning— | built using React Native, | provides scalable privacy settings
communications based pattern matching integrated with ML and speech | for safer communication.
synthesis
B. B. Gupta et al. | Mobile phishing attacks | Deep learning—based | GoogLeNet-based phishing | Efficiently identifies malicious
(2024) targeting smartphone users webpage screenshot | detection model websites and  alerts  users,
analysis improving mobile security.
F.-Y. Liang et al. | Identification of telecom | Feature binning with | TFD-FA  (Telecom  Fraud | Handles data imbalance and
(2023) fraud in extensive | autoencoder-based Detection with Feature Binning | improves fraud detection accuracy
communication networks anomaly detection and Autoencoder) framework on real-world telecom datasets.
R. H. J. & | Telecom fraud detection and | Survey-based analysis of | Conceptual framework | Provides insights into fraud types,
Mohana (2022) prevention in communication | fraud detection | reviewing telecom fraud | detection challenges, and
networks techniques classifications and detection | recommendations for selecting
methods appropriate performance metrics.
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VI. CONCLUSION AND FUTURE WORK

Frauds that can be carried out over voice, such as spoofing, vishing, and telecom fraud, have become more advanced due to
the development of Al-generated speech and deepfakes technology. In conclusion, voice-based fraud like vishing, robocalls, and
deepfake voice assaults have become significantly more advanced and pervasive due to the rapid growth of communication and
artificial intelligence. This paper has analyzed the changing nature of voice fraud, and the necessity of combining advanced
technologies in voice fraud detection (speech signal processing, natural language processing, voice biometrics, and ML) and
prevention (voice fraud). Different analysis characteristics such as acoustic patterns, linguistic hints, speaker verification, and
emotion detection are significant to detect suspicious calling activities. The combination of supervised learning, unsupervised
learning, DL, and hybrid systems in ML methods demonstrates their ability to improve the accuracy and reliability of voice scam
detection systems. In spite of this progress, issues like paucity of datasets, the development of new attack methods, as well as the
growth of deepfake technologies, still remain a serious challenge. Future work, therefore, ought to be done to ensure that more
scalable, real-time, and adaptive detection structures are developed to promote security in telecommunications, banking and other
voice-based service systems.

The next voice scam detection research must be carried out to ensure the creation of powerful real-time systems that can
detect new threats like deepfake voice attacks. Detective accuracy can be enhanced by incorporating DL and multimodal analysis
and larger sets of labeled information. Also, the joint structures with the telecom companies, banks, and cyber-deterrence
measures will improve prevention strategies.
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