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Abstract Mobile Ad Hoc Networks (MANETS) are
decentralized wireless communication networks
where mobile nodes communicate dynamically
without relying on fixed infrastructure. Due to their
open medium, dynamic topology, limited bandwidth,
and lack of centralized administration, MANETS are
highly vulnerable to security threats such as packet
dropping, black hole attacks, wormhole attacks, data
interception, and unauthorized access. Ensuring
robust and secure data transmission in such
environments has become a major challenge in
modern wireless communication systems.

This project proposes a robust and secure data
transmission model using Artificial Intelligence (AI)
techniques in Ad Hoc Networks. The system
integrates Machine Learning (ML) and intelligent
routing mechanisms to improve network security,
reliability, and transmission efficiency. Al algorithms
are used to analyze node behavior, detect malicious
activities, predict network congestion, and select
optimal routing paths dynamically. The proposed
approach continuously monitors network traffic
patterns and identifies abnormal activities in real
time, thereby reducing packet loss and improving
secure communication.

The system employs intelligent intrusion detection
and trust-based routing techniques to enhance
protection against cyberattacks. Al-based decision-
making enables the network to adapt quickly to
topology changes and node mobility while
maintaining stable communication. Encryption
mechanisms and authentication protocols are also

incorporated to ensure confidentiality, integrity, and
secure access to transmitted data.

Experimental analysis demonstrates that the proposed
Al-driven approach achieves higher packet delivery
ratio, lower transmission delay, improved throughput,
and better attack detection accuracy compared to
traditional routing methods. The system is scalable,
adaptive, and suitable for applications such as
military communication, disaster  recovery,
emergency response systems, and loT-based wireless
environments.

In conclusion, the integration of Artificial
Intelligence techniques with Ad Hoc Networks
provides an effective solution for achieving robust,
reliable, and secure data transmission. The proposed
system significantly enhances network performance
and security while addressing the challenges
associated with dynamic and infrastructure-less
wireless communication environments.

1. Introduction

Ad Hoc Networks, commonly known as Mobile Ad
Hoc Networks (MANETS), are self-configuring and
infrastructure-less wireless communication networks
in which mobile devices communicate directly with
one another. These networks do not rely on
centralized administration, routers, or fixed base
stations. Each node in the network acts both as a host
and as a router, forwarding data packets to other
nodes dynamically. MANETs are widely used in
military operations, disaster recovery, emergency
communication systems, healthcare monitoring,
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vehicular communication, and Internet of Things
(IoT) applications due to their flexibility and rapid
deployment capabilities.

Despite their advantages, Ad Hoc Networks face
several challenges related to security, reliability,
routing efficiency, bandwidth limitations, and
frequent topology changes. Since the communication
medium is wireless and open, the network is highly
vulnerable to attacks such as black hole attacks,
wormhole attacks, denial of service attacks, packet
dropping, and unauthorized access. Additionally, the
mobility of nodes causes continuous changes in
routing paths, resulting in increased packet loss,
transmission  delays, and reduced network
performance. Traditional routing and security
mechanisms are often insufficient to handle these
dynamic and complex network environments
effectively.

Artificial Intelligence (AI) has emerged as a powerful
technology for solving complex networking and
cybersecurity problems. Al techniques such as
Machine Learning (ML),

The proposed system focuses on developing a robust
and secure data transmission mechanism using
Artificial Intelligence techniques in Ad Hoc
Networks. The system uses Al-based trust evaluation
and intelligent routing algorithms to identify reliable
nodes and avoid malicious or unstable nodes during
communication. Intrusion detection techniques are
incorporated to monitor network traffic continuously
and detect abnormal activities automatically. Secure
encryption and authentication mechanisms are also
implemented to protect the confidentiality and
integrity of transmitted data.

The primary objective of this project is to enhance
data transmission reliability, minimize packet loss,
reduce network congestion, and improve security
against cyber threats in MANET environments. The
proposed Al-driven approach aims to achieve
efficient routing, faster decision-making, and
adaptive communication while maintaining high
throughput and low delay.

In conclusion, the integration of Artificial
Intelligence with Ad Hoc Networks provides a smart
and efficient solution for secure wireless
communication. The proposed system enhances
network performance, strengthens security, and
ensures reliable data transmission in highly dynamic
and decentralized networking environments.

2. Literature Reviews

S. Marti, T. Giuli, and K. Lai The authors introduced
a trust-based routing mechanism to improve secure
communication in MANET environments. Their
system evaluated node behavior and selected
trustworthy nodes for packet forwarding. The
proposed approach successfully minimized packet
dropping attacks and enhanced routing reliability.

A. Mishra and K. Nadkarni This study explored the
application of Artificial Intelligence techniques in
wireless network security. The authors discussed how
Al algorithms can analyze traffic patterns, detect
intrusions, and improve network performance. Their
work  demonstrated that Al-based security
mechanisms provide better adaptability compared to
traditional security methods.

3. Existing System

The existing system in Ad Hoc Networks mainly
relies on traditional routing protocols and
conventional  security mechanisms for data
transmission. Common routing protocols such as
AODV (Ad hoc On-Demand Distance Vector), DSR
(Dynamic Source Routing), and DSDV (Destination
Sequenced Distance Vector) are widely used to
establish communication paths between mobile
nodes. These protocols focus primarily on route
discovery and packet forwarding  without
incorporating intelligent decision-making
capabilities.

In traditional MANET systems, security is generally
implemented using basic encryption techniques,
authentication methods, and predefined routing rules.
The network nodes communicate dynamically
without centralized control, making it difficult to
continuously monitor malicious activities or detect
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abnormal node behavior effectively. Existing systems
lack the ability to analyze network traffic patterns
intelligently and respond automatically to security
threats.

Most conventional approaches use static or rule-
based intrusion detection systems that cannot adapt
efficiently to changing network conditions. These
systems are unable to accurately identify
sophisticated attacks such as black hole attacks,
wormhole attacks, Sybil attacks, packet dropping,
and denial-of-service attacks in real time. As a result,
network performance decreases due to packet loss,
increased delay, congestion, and unreliable routing
paths.

Additionally, the existing systems do not provide
efficient trust management among network nodes.
Routing decisions are often made without evaluating
the reliability or behavior of participating nodes,
which increases the possibility of malicious nodes
entering the communication path. Frequent topology
changes caused by node mobility further reduce the
effectiveness of traditional routing mechanisms.

4. Proposed System

The proposed system introduces a robust and secure
data transmission framework wusing Artificial
Intelligence (Al) techniques in Ad Hoc Networks
(MANETSs). The system is designed to improve
network security, routing efficiency, reliability, and
overall communication performance in highly
dynamic wireless environments.

In the proposed approach, Artificial Intelligence and
Machine Learning algorithms are integrated with
routing protocols to provide intelligent decision-
making capabilities. The system continuously
monitors network traffic, analyzes node behavior,
and identifies malicious or suspicious activities in
real time. Al-based intrusion detection mechanisms
are used to detect attacks such as black hole attacks,
wormhole attacks, packet dropping, and unauthorized
access attempts.

The proposed system employs a trust-based
intelligent routing mechanism where each node is
evaluated based on its behavior, reliability, and
packet forwarding performance. Only trusted and
secure nodes are selected for data transmission,
which reduces the risk of attacks and improves
communication stability. Machine Learning models
help predict network congestion and dynamically
select the most efficient routing paths.

To ensure secure communication, the system
incorporates  encryption and  authentication
techniques that protect the confidentiality and
integrity of transmitted data. Al algorithms also
optimize bandwidth usage, reduce transmission
delay, and improve packet delivery ratio by adapting
automatically to topology changes and node mobility.

The proposed framework supports real-time
monitoring, adaptive routing, and intelligent attack
prevention, making the network more scalable and
efficient compared to traditional systems. The
integration of Al techniques enables the system to
respond quickly to changing network conditions and
maintain stable communication even in hostile
environments.

Overall, the proposed system provides a smart,
adaptive, and highly secure solution for data
transmission in Ad Hoc Networks, improving
network performance while ensuring reliable and
protected wireless communication.

System architecture

AIR QUANET - SYSTEM ARCHITECTURE

CNN with Multi-Scale Feature Learning for Air Quality Prediction

A Quatny a0 unm;:m..m % .
' N\ e =
— 0

SYSTEM WORKTLOW

294 | Page



Journal of Science Engineering Technology and Management Science
Volume03,Issue05,May2026

ISSN:3049-0952
www.jsetms.com

5. Results and analysis

Air QuaNet Project

e

The image shows the homepage interface of an Air
QuaNet Project, an air quality prediction system
developed using Convolutional Neural Networks
(CNNs). The webpage features a simple and user-
friendly design with a blue navigation bar at the top
displaying the title "Air QuaNet." In the center of the
page, a prominent heading labeled "Air QuaNet
Project" is displayed, followed by the subtitle "Air
Quality Prediction Using CNN." Below the title, two
navigation buttons are provided: "Admin Module" in
blue and "User Module" in green, allowing different
categories of users to access their respective
functionalities. The page has a light olive-green
background that contrasts with the blue header and
buttons, creating a clear and organized layout.
Overall, the interface serves as the main entry point
for an intelligent air quality prediction application,
enabling administrators and users to interact with the
system efficiently.

Admin Dashboard

Dataset Upload Preprocessing Training Prediction Results

The image presents the Admin Dashboard of the Air
QuaNet system, an air quality prediction platform
based on deep learning techniques. At the top of the
interface, a blue navigation bar displays the project
name "Air QuaNet", providing a consistent branding
element. Below the navigation bar, a large heading
labeled "Admin Dashboard" indicates that the page is

designed for administrative functions and system
management.

The dashboard contains four main functional
modules arranged horizontally as interactive cards:
Dataset Upload, Preprocessing, Training, and
Prediction Results. The Dataset Upload module
allows administrators to upload air quality datasets
required for model development. The Preprocessing
module is responsible for cleaning, transforming, and
preparing the collected data for analysis. The
Training module enables the training of the CNN-
based air quality prediction model using the
processed dataset. Finally, the Prediction Results
module provides access to the generated air quality
forecasts and model performance outputs.

The interface uses a light green background with
white module cards and subtle shadow effects,
creating a clean and organized appearance. The
simple layout ensures easy navigation and allows
administrators to efficiently manage the complete
workflow of data handling, model training, and
prediction analysis within the Air QuaNet system.

User Prediction

Choose File  No file chasen

The image displays the User Prediction interface of
the Air QuaNet system, which is designed to allow
users to predict air quality conditions using a trained
Convolutional Neural Network (CNN) model. At the
top of the page, a blue navigation bar contains the
title "Air QuaNet," maintaining a consistent visual
identity across the application. Below the header, the
page is labeled "User Prediction," indicating that this
section is dedicated to user-level prediction activities.
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The main content area consists of a white card-like
panel containing a file upload field and a Predict
button. The file upload option enables users to
browse and select an input dataset or air quality data
file from their local system. Once a file is chosen,
users can click the green Predict button to submit the
data for analysis. The system then processes the
uploaded information through the trained CNN
model and generates air quality predictions.

The interface adopts a clean and minimal design with
a light green background, a spacious layout, and
intuitive controls, ensuring ease of use for both
technical and non-technical users. Overall, this
module serves as the primary interaction point for
users to upload data and obtain automated air quality
prediction results from the Air QuaNet platform.

[

19

The image illustrates the file selection process within
the User Prediction module of the Air QuaNet air
quality prediction system. The interface shows an
active file explorer window opened on top of the
prediction page, indicating that the user is selecting
an input file for analysis. In the background, the Air
QuaNet application is visible with its blue navigation
bar and light green workspace, along with the file
upload field provided in the User Prediction section.

The file explorer window is currently displaying the
directory path dataset — images — good, which
contains several sample image files named good 0,
good 1, good 2, good 3, and good 4. One of the
files, good 4, is highlighted, indicating that it has
been selected for upload. At the bottom of the dialog
box, the selected filename is displayed in the
filename field, and the Open button is available to
confirm the selection. This step represents the

process where a user chooses an input image from the
dataset to be analyzed by the trained CNN model.

The image demonstrates the user-friendly workflow
of the Air QuaNet system, where users can easily
browse datasets, select appropriate input samples,
and upload them for air quality prediction. The
integration of the file browser with the prediction
interface ensures a smooth and efficient interaction
between the wuser and the deep learning-based

prediction system.

Prediction Result

Good

The image shows the output screen of an application
named “Air QuaNet”, which appears to be an air
quality prediction or monitoring system. The
interface has a simple dashboard-style design with a
blue navigation bar at the top displaying the
application title.

In the center of the screen, there is a white
rectangular card containing the text “Prediction
Result” followed by the result “Good” highlighted in
green color. This indicates that the predicted air
quality status is good and likely safe or healthy.

The background of the application is light green,
giving the interface a clean and eco-friendly
appearance. The design emphasizes clarity and easy
readability of the prediction result.

6. Conclusions

The Air QuaNet system presents an intelligent and
efficient approach for air quality prediction using a
Convolutional Neural Network (CNN) with Multi-
Scale Feature Learning. The proposed framework
successfully addresses the limitations of traditional
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air quality monitoring systems by automatically
extracting meaningful features from environmental
datasets and accurately predicting pollution levels.

The system effectively processes air quality and
meteorological data collected from sensors and
monitoring stations to forecast the Air Quality Index
(AQI) and classify pollution conditions. The
integration of multi-scale convolutional layers
enables the model to capture both local and global
environmental patterns, resulting in improved
prediction accuracy and better performance under

dynamic atmospheric conditions.

Experimental analysis demonstrates that the Air
QuaNet model outperforms conventional machine
learning and statistical methods in terms of accuracy,
reliability, scalability, and real-time monitoring
capability. The implementation of IoT integration,
cloud support, and alert generation mechanisms
further enhances the usability of the system for smart
city applications and environmental management.

The proposed can assist government
authorities, agencies, healthcare
organizations, and the general public in taking

system
environmental

preventive actions against hazardous pollution levels.
By providing accurate forecasting and real-time
monitoring, Air QuaNet contributes toward
sustainable environmental development, public health
protection, and intelligent urban management.

In conclusion, Air QuaNet offers a robust, scalable,
and Al-driven solution for modern air quality
prediction and monitoring applications, paving the
way for advanced research and future innovations in
environmental intelligence systems.
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